Model-Based Debugging of Embedded
Software Systems

Padma lyenghar,
Elke Pulvermueller, Clemens Westerkamp,
Michael Uelschen and Juergen Wuebbelmann

Project - funded by

Federal Ministry of Economics
and Technology (BMWi), Germany

&

Industrial Partner

Willert Software Tools GmbH

FTJUNIVERSITAT & _
@OSNABRUCK Hochschule Osnabriick Model-Based Debugging of Embedded Software Systems -1-
WILLERT.

University of Applied Sciences



Outline
[

Introduction

Model-Based Debugging Approach- Concept
Model-Based Debugging — Prototype
lllustrative Example

Performance metrics

o U s e

Summary and Conclusion

CFLJUNIVERSITAT @ _
@OSNABRUCK Hochschule Osnabriick Model-Based Debugging of Embedded Software Systems -2-
WILLERT. University of Applied Sciences



Outline
-]

Introduction

Model-Based Debugging Approach- Concept
Model-Based Debugging — Prototype
Illustrative Example

Performance metrics

A A S o o

Summary and Conclusion

FTJUNIVERSITAT <&/ _
@OSNABRUCK Hochschule Osnabriick Model-Based Debugging of Embedded Software Systems -3-
WILLERT. ied Sci

University of Applied Sciences



Introduction

e Embedded Systems — Ubiquitous
— Memory size, speed and real-

time constraints Requirements Acceptance
e Traditional approach SN Requirements -
: Traceability
— Debugging methods & tools el et
e Model Driven Architecture A

(e.g. UML diagrams in design \/ Test
model) / B

I . Module
. mplementation Test
— Model Driven Development

(MDD) '

— Design-level debugging (visualize Debugging
target behavior) > UML (Data monitor, instrumentation trace,
Lo ) debug breakpoints, et
sequence and timing diagrams ebug breakpoints, etc)
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UML Interaction Diagrams — Sequence diagram
T

:sd automatic car wasy

:Customer :Pre-Wash :MainWash :Drying

Request for car Wésh i

Hequest accepted

Ready for car Wash ;
. "—— Pre-wash

« {15 minutes}g

Refady for main Was‘;h

Main wash 5

! {25 minutes}i
: —

+ Ready for Drylhg

——— Main wash

! ! .. | {15 minutes}
Completed car wash
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FTJUNIVERSITAT &/ _
@OSNABRUCK Hochschule Osnabriick Model-Based Debugging of Embedded Software Systems -5-
WILLERT.

University of Applied Sciences



UML Interaction Diagrams — Timing diagram
]
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Introduction
[

e Existing approach: Dynamic source code instrumentation
— E.g. Rhapsody (MDD tool): suitable for large systems

e Required: Robust model-based debugging with MDD

— Minimal overhead
— Possibility to leave debug code in production code
— Visualize target behavior in real-time even for small platforms

e Proposed: Design-level debugging approach

— Minimally intrusive

— Enhanced UML diagrams with real-time information
e Time annotated UML sequence diagram
e UML timing diagram
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Model-Based Debugging Approach - Concept (1)
]

Model Driven
Development
(MDD)
Requirements
specification

Based on back-
annotated data from
target

Target Debugger GUI
(Model-Based)

Jestan level Design Model [Run-time interaction and behavior
analysis]
Code level Automatic_Code
Generation
beploy Host side
interface ‘
Y Target side

Real-Time Embedded Target Target
(RTOS) Monitor
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Model-Based Debugging Approach- Concept (2)
e

ldea

— Host Computer
e Extract A Priori knowledge from code generation
e Source, header files, linker map file, etc...

e Build symbol table references, store in intermediary format
(e.g. XML)

e Decode trace data from target

— Embedded System

e Target monitor: Sends data about target behavior using pre-
defined protocol format = reduce overhead
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Model-Based Debugging Approach — Prototype (1)

Model Driven e RXF (RTOS): scheduler to
Development (MDD)
handle events

Requirements Model-based
Debugging

e Target monitor

] Design Model Model-based Target Debugger GUI invoked by RXF.
Design (MDD tool) [UML Sequence & Timing diagrams]

level
J (Qt) e Notified about
consumed events.

Automatic Code
Generation
(MDD tool) e Communication
ot | L aploy” overhead: XML file
interface (intermediate format).

Host side

A 4 Target side

Real-Time Embedded System| Target
(Real-Time eXecution Monitor
Framework [RXF]) (C Language)
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Model-Based Debugging Approach — Prototype (2)

10000000

ftsConwrolier! | i hsLED
...........

& i rsiED)

Custom-defined frame

Model Driven
Development (MDD)
Requirements Model-based
Debugging
. Design Model Model-based Target Debugger GUI
D;?V'S," (MDD tool) [UML Sequence & Timing diagrams]
J (Qt)
Automatic Code _
Generation
(MDD tool)
Code <
level Deploy/
interface Host side
v Target side

Real-Time Embedded System
(Real-Time eXecution
Framework [RXF])

Target
Monitor
(C Language)

format for notifications

e.g — Event consumed notification: | 15(len)09(id)
(94060010-event) (CO060010-source) (11400000-dest)
(84030000-curr.time) (02-state) (01011010-evParam)|
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Illustrative Example (1) — LED toggling

Class diagram — Controller driving an LED
LED

Controller

Init()

on()

off()
evToggle()

State chart of Controller class

[evToggle]

=) (o)

[evToggle]

State chart of LED class

BlinkingLED

Target debugger GUI — Sequence diagram

fﬁ Sequence Diagram | 0 Tirnirug Diagr arn ]
|
ittt ettt te] [oTTTTTTToTTTToTTomTomoooomoy .
itsController1 i itsLED1
______________ S S, =
300 Ticks | evToggle I
i i [N |
On
e T T
1 1
300 Ticks | evToggle |
' i
Off
e T T
1 1
300 Ticks 1| evToggle i
! i |
£l i | B

Target debugger GUI — Timing diagram

itsLED1 Aon Yot Wn N GT

G

S TevToggle Teﬂoggle TevToggle TevToggle TE
____________________________
1
i

O = N W R O ® N 0 = o o oo
= N W RO 0O o =2Now b
NPk N 0O = O = [ T T R N
w o ~ O
[tm(300)/CGEN(&LED,evToggle())]
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lllustrative Example (2) — MIDI System Analyzer

PY T LI
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Id .—i

"

Host Computer

\1/ MIDI

RS-232

RS-232

Debug interface

Evaluatlon Board (Cortex M3)
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MIDI System Case Study — Design Model (subset)
eSS

e.g. MIDI message format:

H[ StartSequence ]

Command Key Attack
byte Number Velocity evStatusMsg[params->MIDI_Cmd]
/ PreDecoder_NoteOnOff \
PreDecoder I
[CMD_Received DataBytel
evStatusMsg(params):v'oid g evDataByte
evDataBytel(Bytel):void 4[ DataBytel ]
evDataByte2(Byte2):void
sendEvValidMIDI_Cmd:void [
DataByte2 ]%
\ y evDataByte2 /
MIDI_Interpreter $
MIDI _Interpreter_ E
WaitForMIDICommand }

v

evValidMIDI(MIDI_Cmd:int):void
generateNote(MIDI_Cmd:int):int [evValidMIDI/MIDI_Interpreter_GenerateNote

(params-> MIDI_Cmd)]
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MIDI System Case Study — Results

]
Target Debugger — MIDI system behavior

UML Sequence Diagram

5 5 -
! itsPreDecoderl 2 ! itsMIDI_Interpreter1>
Toks: 33802 E evStatushlsg MIDI_Cmd = 144 i UML Ti ming Dlagra m
CMD_Received T
1 evDataByte Byte = 38 i : Env :
Ticks: 0 ,\D i :r _________________________ *Jﬂ_' j
DataByte 1 i | |
i _ i ] i W Wit or Crmi
Toks: 0 @ evDatabiyte Byte =127 | : itsMIDI Interpreter1¢i oDl
DataByte? ! i ! MIDI_Cmd = 9728
Ticks: @ L 2vValidhiDI MDI_Crnef = 8855 Ny i TestEnv q,i
i : .. ] Byte=38  Byte=0
i WaitForCmd ! i ] svDstabiyte evDataByte
] i i i DataBytel  DataBuytel
ioks: 12 [ SvDataByte Byte = 38 ! | itsPreDecoder! ! K Databtel Databyte
DataByte i © e w 0 0
: : w ) w w )
Ticks: O p evDataByte Byte =0 ! E E E E E
! ! X w ~ o o
Databyte? ;
Ticks: @ L 8vValidhiDI MIDI_Crmet = 9728 H
Witk orCmd
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Performance Metrics (1)
T

Experimental Setup

Evaluation board MCB1700 [1]
Microcontroller family Cortex-M3 (LPC1768)
Max. Clock frequency 100 MHz
RAM/ROM size 64 Kbyte/512 Kbyte
Debug Interface(s) EIA-232 (Generic), pVision (JTAG), Trace32 (JTAG)

Target Monitor memory footprint Time spent in target monitor
for debug interfaces (per event consumed notification)
Debug ROM | RAM | Total Debug Interface Time spent in
Interface (bytes) | (bytes) | (bytes) monitor routine [us]
EIA-232 1856 | 48 |/1904 EIA-232 50
uVision JTAG) | 1222 | 28 | 1250 | uVision (JTAG) 265
Trace 3 (JTAG) | 1656 | 20 |\1676/ Trace 32 (JTAG) 7

University of Applied Sciences
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Performance Metrics (2)

Memory Overhead in Embedded System

Memory overhead in embedded system for
existing vs proposed approach

400 - —e— MDD tool[Rhapsody]

T =
2%
= (O
S35 300 —=— Proposed approach
O o
>3 200
5 3
§ g 100 -
X £ 0 —— —= - =
Legend
1 2 3 4
Application Scenario (increasing size and complexity) Application | Number
Scenario of classes
1 4
2 6
3 8
4 20
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Summary and Conclusion
-]
e Model-based, design level debugging approach

— Target Monitor with static (constant) overhead
e Memory size (approx. 1 Kbyte) accomodative for small targets

e Time (inside monitor) known before hand - can be included in
system design

e Bundle with production code (end user’s decision)
e Opportunity to debug small targets at design level (UML)

— Future Work: Support for additional target platforms

— Further Application(s): Deploying/executing Model-Based Testing
(MBT) in small (resource-constrained) embedded targets.
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Additional Information: Debug Interfaces/Target Systems

e Debug Interfaces Host Computer

— Serial / UART &!
' )
¢

— pVision — JTAG based (Keil)
Debug Interface

— Trace32 - JTAG based (Lauterbach)

[Serial/uVision/Trace32]

e Target System $
— Evaluation boards
e MCB2140 > ARM7(LPC2148)
e MCB1700-> Cortex-M3(LPC1768)

MCB2140 (or) MCB1700
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