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Verification of Safety Critical Systems  

StructureStructureStructureStructure

� Challenges in Aerospace and Automotive

� Fields of  Activities

� An Aerospace Example

� V&V Strategy – Theory

� Requirements

� Elements of the Strategy

� Optimization

� V&V Strategy – Experience

� Effort – Bad Case – Good Case

� Example „Early Verification“

� Example „End-to-End Test“

� 2 Automation Concepts
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Verification of Safety Critical Systems 

ChallengesChallengesChallengesChallenges AerospaceAerospaceAerospaceAerospace

•Digital Fire Control/NAV

•PT-PT Wiring

•Mechanically Controlled 
Sensors/FLT Controls/ 

Displays

•Crew-Dominated Operation

•Functionally Integrated Data 

Processing

-NAV/WD/Air Data Sensors

-Flight Control

•Beam Steering Sensors

•Fly By Wire

•Dedicated Digital Processing

•Crew-Assisted Operations

- Weapon Delivery

- Automated TF/TA

- EW Response

•Aircraft-Wide Information 
Integration

- Sensors/Stores/ Vehicle/

Propulsion

•Modular Electronics

•Massive Data Bases

- Terrain, Threat

•Digital Sensor Processing

- Sensor Fusion

- Hyperspectral Imaging

•Integrated Diagnostics/

System Fault Tolerance

•System Data Security

•Limited UAV Autonomy

•Platform Exploitation of 
Global Information

- Information Mining

- At-A-Distance

Reconfiguration

•Autonomous Vehicle 

Emphasis

- Air & Space

•Air Crew/ Ground Crew
Monitoring & Management

•Automated Functions

- ATR (Multi-Sensor)

- Failure Prognostics

- Route/ Sensor/ Weapon/ 

Vehicle Coordination

- Bistatic Sensing

(Air/ Space)

- Threat Evasion

DEDICATED SUBSYSTEMS

FEDERATED SUBSYSTEMS

INTEGRATED SYSTEMS

SYSTEM of SYSTEMS

1958 1950’s - 60’s 1990’s - 00’s 2000 1970’s - 80’s

64 KB

1 MB

1 GB

100 MB

Radar

Comm

EW

Integrated  Avionics

Mission

Radar

Comm

NAV

Mission

Federated  Avionics

Radar

Comm

NAV

Independent  Avionics

Advanced Avionics

Source: AFRL
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ACC Stop&Go
BFD
ALC
KSG
Internet Portal
GPRS, UMTS
Telematics
Online Services
Blue-Tooth
Car Office
LocalLocalLocalLocal HazardHazardHazardHazard WarningWarningWarningWarning
Integrated Safety System
Steer/Brake-By-Wire
I-Drive
Spurhalteunterstützung
Personalisierung
Force Feedback Pedal

Elektronische Einspritzung
Check Control
Geschwindigkeitsregler
Zentralverriegelung
...

Elektronische Getriebesteuerung
Elektronische Klimaregelung
ASC Anti Slip Control
ABS Anti Blocking System
Telefon
Sitzheizungssteuerung
Autom. Spiegelabblendung

Navigationssystem
CD-Wechsler
ACC Active Cruise Control
Airbags
DSC Dynamic Stability Control
Adaptive Getriebesteuerung
Rollstabilisierung
Xenon Licht
BMW Assist
RDS/TMC
Spracheingabe
Notruf

1970 1980 1990 2000

Verification of Safety Critical Systems  

ChallengesChallengesChallengesChallenges AutomotiveAutomotiveAutomotiveAutomotive
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Stakeholder reqs.
definition

Requirements
analysis

Architectural
design

Detailed SW
design

Implementation Integration

Verification

Validation

Project
planning

Project
assessment

Project
control

Information
management

Modeling and
simulation

Trade studies

Configuration
management

Safety and
certification

Support

Technical

Project

Standardization

Tooling

Verification of Safety Critical Systems 

Fields of Fields of Fields of Fields of ActivitiesActivitiesActivitiesActivities

Risk
Management

Decision making
process
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Verification of Safety Critical Systems 

Development Process („Classic Approach“ ca. 1985)

� Individual System Development

for each Program

� Hierachical System Breakdown

(V-Modell)

� Standardized SW-Entwicklungs-

modell (e.g. DoD-Std 2167A)

� Strikt tracing Requirements -> 

Implementation -> Verification

� Documentation of all 

(Intermediate) Results

� One time execution of the

Development Process

(Waterfall Model)

� Long Developtimes

(10 and more years)

System 

Requirements 

Analysis

Software 

Requirements 

Analysis

Software Development

Test and Rig Development

Software

Testing

Hardware

Testing

System Integration 

Testing

Hardware

Requirements

Analysis

Rig

Requirements 

Analysis

Concept Phase Definition Phase Realisation Phase

Hardware Development
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Concept

System

Function

Item

System Design&Implementation System Test&Integration

•Val

•Ver

•Spec •Int

•Spec

•Ver

•Ver

•Spec

•Int

•Int

•Val

•Val •Ver

•Int•Spec

•Val

•Code •Int

Verification of Safety Critical Systems

Development ProcessProcessProcessProcess
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Verification of Safety Critical Systems 

Development Process („New Challanges“ since 1995)

� Significant Extension of functionality and thus complexity

� Development cost reduction by

� Reduction of development duration (typical 5 years)

� Utilisation of readily available products (Commercial Off The Shelf)

� Modifications of readily available products (Modified Off the Shelf)

� Industrialization of SW-Development (Executable specifications, CASE-Tools)

� Broadening of application base
� Covering of multiple application scenarios (> 20 variants for military avionic systeme) with 

configurable Basis-SW

� Concurrent support for different development / configuration stages in operative use

� Modularized SW-Design

� Support for SW-Maintenance by

� Integration of additional functionality

� Extraction of obsoleten SW-Componentes
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Verification of Safety Critical Systems 

Concequences for requirements to verification.

� ARP4754 / DO-178B / DO-254 conformal verification process

� Modular verification concept, close coupling with configuration management

� Reduction of test run duration

� Reduction of test error rate (wrong good, wrong failed)

⇒Utiliztion of Test-Tools (Cantata, VectorCast, TestMATE, ... )

⇒Automatic test run execution and document generation

⇒ Transition from manufactur to industrial testingTransition from manufactur to industrial testingTransition from manufactur to industrial testingTransition from manufactur to industrial testing

Significant reduced verification run duration

(days)

Long lasting verification run (months)

Multiple (1 per configuration / variant) test runsFew (ideal1!) test run for SW-Verification

Complete Documentation of all (intermediate) results

Strict Traceability Requirements -> Implementation -> Verification

Adaptation of verification process e.g. for

COTS/MOTS und reused components

Standardized development and verification process

New New New New requirementsrequirementsrequirementsrequirementsClassicClassicClassicClassic requirementsrequirementsrequirementsrequirements
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Verification of Safety Critical Systems 

An Aerospace An Aerospace An Aerospace An Aerospace ExampleExampleExampleExample
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Emitter Locator

Sensor

Core

Computer

„EWTactical

Display“

Flight Control

Subsystem

Mission 

Computer

Navigation

Subsystem

Missile Control

Computer

Verification of Safety Critical Systems

System System System System BreakdownBreakdownBreakdownBreakdown



24.01.2008Dr. C. Diesch: Verification of safety critical Systems 13

Verification of Safety Critical Systems 

WhatWhatWhatWhat to Deal to Deal to Deal to Deal WithWithWithWith ---- MethodsMethodsMethodsMethods of of of of VerificationVerificationVerificationVerification

� Simulation 

� Analysis, Engineering Judgement 

� Similarity of requirements or design

� Demonstration, Prototyping or Mock-up

� Reviews or Audits 

� Inspection

� Test 

� Operational Trials 

� Flight Test

� Aircraft Ground Test

� System Integration Test

� HW-SW Integration Test 

(Bench)

� SW-SW Integration Test

� Coding Unit Test
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Verification of Safety Critical Systems 

LetLetLetLet‘‘‘‘ssss Find an Find an Find an Find an „„„„OptimizedOptimizedOptimizedOptimized VerificationVerificationVerificationVerification StrategyStrategyStrategyStrategy““““

From Theory……… ……. To Experience
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Verification of Safety Critical Systems

Requirements on an Requirements on an Requirements on an Requirements on an OptimizedOptimizedOptimizedOptimized VerificationVerificationVerificationVerification ConceptConceptConceptConcept

““““SufficientSufficientSufficientSufficient”””” Test Coverage of the Functionality Test Coverage of the Functionality Test Coverage of the Functionality Test Coverage of the Functionality 

Sufficient Evidence of the System SafetySufficient Evidence of the System SafetySufficient Evidence of the System SafetySufficient Evidence of the System Safety

Limitation of the Effort to Reasonable Budgets Limitation of the Effort to Reasonable Budgets Limitation of the Effort to Reasonable Budgets Limitation of the Effort to Reasonable Budgets 

Consideration of the Particular Development Phases Consideration of the Particular Development Phases Consideration of the Particular Development Phases Consideration of the Particular Development Phases 
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Verification of Safety Critical Systems

Elements of a Good Elements of a Good Elements of a Good Elements of a Good VerificationVerificationVerificationVerification StrategyStrategyStrategyStrategy

Verify Verify Verify Verify 

RequirementsRequirementsRequirementsRequirements

&Functions Early  &Functions Early  &Functions Early  &Functions Early  

Coordinate all Test Coordinate all Test Coordinate all Test Coordinate all Test 

StagesStagesStagesStages

Realize the Realize the Realize the Realize the 

Coherence  ofCoherence  ofCoherence  ofCoherence  of

Functions and TestFunctions and TestFunctions and TestFunctions and Test

Establish Automated Establish Automated Establish Automated Establish Automated 

Tests EarlyTests EarlyTests EarlyTests Early

Use Data Bases Use Data Bases Use Data Bases Use Data Bases 

and Generatorsand Generatorsand Generatorsand Generators

Realize End to End Realize End to End Realize End to End Realize End to End 

TestsTestsTestsTests
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Verification of Safety Critical Systems

Essential Columns of the Verification Strategy - Focusing

Use the specific Use the specific Use the specific Use the specific 

advantages of each advantages of each advantages of each advantages of each 

test stagetest stagetest stagetest stage

Automate TestsAutomate TestsAutomate TestsAutomate Tests

Adequate to the Adequate to the Adequate to the Adequate to the 

Development Development Development Development 

PhasePhasePhasePhase
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� Verify requirements&functions early Early requirements&design 

verification

� Realize end to end tests User's needs

� Coordinate all test stages Integrated test concept 

� Realize the coherence of

functions and test Coverage and traceability

Verification of Safety Critical Systems

OptimizedOptimizedOptimizedOptimized StrategyStrategyStrategyStrategy (1)(1)(1)(1)
Use the specific Use the specific Use the specific Use the specific 

advantages of each advantages of each advantages of each advantages of each 

test stagetest stagetest stagetest stage
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� Establish automated tests early Reduction of  repetitive effort

� Use data bases and document generators Reduction of document effort

Automate TestsAutomate TestsAutomate TestsAutomate Tests

Adequate to the Adequate to the Adequate to the Adequate to the 

Development Development Development Development 

PhasePhasePhasePhase

Verification of Safety Critical Systems

OptimizedOptimizedOptimizedOptimized StrategyStrategyStrategyStrategy (2)(2)(2)(2)



24.01.2008Dr. C. Diesch: Verification of safety critical Systems 20

……. To Experience

Verification of Safety Critical Systems

ExperienceExperienceExperienceExperience
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System LevelSystem Definition

System 

Decomposition

Qualificat. Test

System Test

Integration Test

SW
 D

om
ain

Test 
Bed

Dom
ain

System-SW-

Implementation

System-SW-

Requirements

System-SW-

Design

System-SW-

integration

System-SW-Test

Test Bed

Requirements

Test Bed Design

Test Bed

Implementation

Test Bed

Integration

Test Bed

Qualification

HW Component

Implementation

HW Component

Requirements

HW Component

Design

HW Component

Test

HW Component

Integration

Verification of Safety Critical Systems

EffortEffortEffortEffort

System Concept
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HW
 D
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System Level

SW
 D
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of requirem
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&design
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Verification of Safety Critical Systems

„„„„Bad Bad Bad Bad CaseCaseCaseCase““““
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HW
 D

om
ain

System Level

SW
 D

om
ain

Early Validation of 

requirem
ents&functions

Al
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to
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)

EarlyEarlyEarlyEarly

ValidationValidationValidationValidation

End to End End to End End to End End to End 

TestTestTestTest

TestTestTestTest

AutomationAutomationAutomationAutomation

Verification of Safety Critical Systems

„„„„Good Good Good Good CaseCaseCaseCase““““
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requirements

structuredstructuredstructuredstructured

test test test test designdesigndesigndesign

e.ge.ge.ge.g. UML. UML. UML. UML

codecodecodecode

generationgenerationgenerationgeneration

manualmanualmanualmanual

teststeststeststests

„„„„capturecapturecapturecapture

andandandand

replayreplayreplayreplay““““

pool of  

automatic

tests

Verification of Safety Critical Systems 

TwoTwoTwoTwo Automation Automation Automation Automation ConceptsConceptsConceptsConcepts
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TestfactoryTestfactoryTestfactoryTestfactory

Functional

Qualifiaction Test

Operational

Qualification Test

[Test-]

Operations

Operational roll out

Development

Module

Test 1

(Supplier 1)

Testfactory Operation

Verification of Safety Critical Systems 

TestfactoryTestfactoryTestfactoryTestfactory ConceptConceptConceptConcept

Integration

Test

Application

Test* 1

(Supplier 1)

Module

Test n

(Supplier n)

Application

Test* n

(Lieferant n)
Hotfix-Tests

.

.

.
.
.
.

Specification /

Design /

Implement. 1
(Supplier 1)

.

.

.

Specification /

Design /

Implement. n

(Supplier n)

*incl. bilateral interfaces
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Verification of Safety Critical Systems 

DevelopmentDevelopmentDevelopmentDevelopment ProcessProcessProcessProcess

System Design

Equipment Design

Implementation

System 

Verification

Equipment

Verification

Code

Verification

Equipment Test

Development

SW Design
SW

Verification

SW Test 

Development
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Source 

Code

Stub 
Generation

Test 

Develop-
m ent

Design 

Inspection
Unit Tests

Com ponent 

Tests

GUI,
IRS,

...

Host 
S im ulation

SRS

Test Results STR

Traceability 

Verification

STD

Autom ated 
Tasks

M anuell Tasks
Input 
Data

O utput 
Data

Test 
Descriptions

Verification of Safety Critical Systems 

SW SW SW SW VerificationVerificationVerificationVerification


